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The Usual Players 

ÅIndebtedness for driving on toll road 

ÅTransaction receipts 

ÅNotice to appear 

 



Major and Emerging Trends 

ÅLarge increase in Word macro malware AV doesnôt detect 

ÅTargeted phishing 

ÅMalware hosted on file sharing sites 

ÅSearch engine redirect 

ÅSmall business site compromise 

ÅNew vanity name use 

ÅBitcoin extortion 



Initial landing page of phishing campaign. URL is actually 

different than the one in the email. Notice that they ask for 

email address and phone number. The phone number is so 

they can control the account recovery process 



After you enter these data, the page redirects here. This is 

where they capture your Google account password 



Finally, a redirect to the real Google page so you are less likely 

to be suspicious that your account was just been Pwned. 

Attacker then logs into real account and continues campaign 



DocuSign phishing campaigns on the rise  



Fake scan with malicious Word document. ñFromò 

domain often spoofed to match target domain 



Fake fax with malicious Word document 



 

Email with domains in body ending  

in .ru and .cn always malicious 



Malicious JavaScript in zip file 



Phishing emails often contain links to several different 

compromised sites, making response a challenge 



Both attackers and spammers marketers  

use dotted-quad IPs, making blocking a challenge 



IP address leak 



 

Targeted phishing email with link pointing to URL shortener, 

then to file sharing site 



Attack from Bulgaria. Attachment was named 

ñSEC_Request_Eng_1_13.07.2015_NS_MC_companyname.

zip.ò and was encrypted with a simple password, which they 

sent in another email to lend legitimacy to the scam  


