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The Usual Players

Alndebtedness for driving on toll road
ATransaction receipts
ANotice to appear



Major and Emerging Trends

AlLargei ncrease i n Word macr o ma
ATargeted phishing

AMalware hosted on file sharing sites

ASearch engine redirect

ASmall business site compromise

ANew vanity nhame use

ABitcoin extortion



Initial landing page of phishing campaign. URL is actually
different than the one in the emalil. Notice that they ask for
emall address and phone number. The phone number is so
they can control the account recovery process

—‘j_—www.rdﬁocoast_er.ga_laoognl"e—()-éc-)hewi’ﬁ5)60(ume;wt—,php - - o -

0~ 0 & !

Google Drive

Shared documents requires email authentication
Enter your emall address bolow 1o view the document

& Emall Address
Phone Number
B |

View Document



After you enter these data, the page redirects here. This is
where they capture your Google account password

1 www.rollocoaster.ga/GoogleDoc/new2015/pvalidate. htm Oﬂ? (

Google Drive

Validating your email...
(=l l=t=l § F § | |

Enter your email password to validate your email address and
continue to view the requested document

Password

Validate



Finally, a redirect to the real Google page so you are less likely
to be suspicious that your account was just been Pwned.
Attacker then logs into real account and continues campaign

£ https://www.google.com/intl/en/drive &0 0 &

)3le Drive

\

A safe place for all your files

Go to Google Drive




DocuSign phishing campaigns on the rise
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FILE - Message (HTML) (Read-Only)

@ 1gnore x a) &Meehng (A} Unsubscribed 2 To Manager H‘ (&) Rules Y ab 4 Find q u
£ & J =
lM v (3 Team E-mail  Done j OneNote .. % Related ~
v Delete Repl Rep Forward = Move Mark Categorize Follow Translate | oom View
& Junk : i B; More ~ | (3 Reply &Delete  “ Create New v B) Adions * | Unread o Up~ v g select~ source
Delete Respond Quick Steps ] Move Tags " Editing Zoom | Custom
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© If there are problems with how this message is displayed, click here to view it in a web browser

Click here to download pictures. To help protect your privacy, Outlook pr

From: — i, ey e -
To:

Co

Subject: FILE

d of some pictures in this message.

Sent: Wed 6/17/2015 8:45 AM

Your document has been completed

You can access these documents by clicking the View File'

If you need assistance, please contact DocuSign Support (wehelp@realdocdrive.cu)

The Global Standard For Digital Transaction Management™

This message was sent to you by Sanrah Ashley who is using the DocuSign Electronic Signature Service. If
you would rather not receive email from this sender you may contact the sender with your request

= male - Sent Via DocuSign

Hello,

Kindly view your attached document sent to you on June 17,2015. . . .

i : Notice the .in domain name,

To view document click the link below. 5 " "
T along with "googledoc" in
|googledoc/new2015/view.html

the URL path.
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Fake

scan wilth mal.i

C

domain often spoofed to match target domain
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HEdD U0+ # |5

Ty Ignore x _:l 3 3 %:ﬁiﬁﬂg g :J:::t:_::::d

~ Delete | Rep Reply Forward
& Junk Y A“h" % More ~

Scanned from a Xerox Multifunction Printer - Message [Plain Text) (Read-Only)

5 To Manager [ 3% 5 Rules [_2 || Y a’tb 84 Find Q

« Done = Nl oneNote — =] [, Related -

—1 | Move . Mark Categorize Follow | Translate Zoom
(4 Reply & Delete iz Create New < - [ Adions * | ynread 2 Up~ = lg Select ~

Delete Respond
From: NEroX99 Qi
To: marshab @I
Co
Subject: Scanned from a Xerox Multifunction Printer

The from address was spoofed to appear as if it
came from our domain. The attached document was

Attachment File Type: DOC, Multi-Page

Multifunction Printer Location:
Device Name: XRX9C934ESEECA6

For more information on Xerox products and solutions, pl

a Word document containing malicious macros.

| _—

View
Source

Custom |

,ﬂl o @ i

- @

Sent: Fri6/26/2015 2:32 AM

Please open the attached document. It was scanned and sent to you using a Xerox Multifunction Printer.

visit http://www.xerox.com

This link was valid

» &1

\



Fake fax with malicious Word document

HiHD O« % |+ Incoming Fax id-96373 - Message (Plain Text} (Read-Only) B ===

!ﬂg Message o 0

& lanore x Q @ Q FEL Meeting [23 Unsubscribed i) To Manager E [ Rules =E a5 &4 Find Q &
IM b @ Team E-mail J Dane E OneMote % Related = b

~ Delete Reply F{eply Forward = Move Mark Categorize Follow Translate Zoom View
&J””k % More = | | Reply & Delete “F Create New v (3 Actions * | Unread - Up~ l3 Select ~ Source
Delete Respond Quick Steps ] Move Tags T Editing Zoom | Custom
From: [ R — Sent: Mon §/51/2015 5:29 AM
To: )
Co
Subject: ]nwming Fax id-96373
| Message I eFax-message-id96373.doc (32 KB)
) - ) ) i
You have received efax from HP73574. Attached file is scanned image in DOC 4]

format.




Email with domains in body ending
In .ru and .cn always malicious

HEdD 5« % |5 From: - Message [Plain Text) (Read-Cnly) =2 o=
EEE Message =] e
i Ignore x E_i t_a t_i L Meeting (23 Unsubscribed i To Manager @ [ Rules 9 a% & Find Q i
- 2 Team E-mail « Done N OneNote 2y Related ~
~ Delete Reply Reply Forward . = Mave . Mark Categorize Follow | Translate Zoam View
& Junk Al By More | | Reply & Delete  “7 Create New N = Actions = | Unread | = Up - - I setect~ Source
Delete ‘ Respond Quick Steps F] ‘ Move ‘ Tags F] Editing Zoom | Custom
From: T e —— sent:  Fri 8/28/2015 8:40 AM
To: B mm

Cc
Subject: From: N

[F&E

Hiya Ray

http://emp-spb.ru/general.php?therefore=v9dggsnhadbflersu

Whenever the subject line starts with
e w  eleew n

"from:" then the body has always
sent from my iPhone contained a link to a Russian or
Chinese site.




Malicious JavaScript in zip file

HE9D 0« % |5 Malware or Document with Macro -

!i! Message

Message [Plain Text)

%'Ignore x @ @ @ m Meeting [E Unsubscribed Q To Manager
- 24 Team E-mail & Done

+ Delet Repl Reply F d

&Junk clete ey ile anwar % More = | (4 Reply & Delete ‘7 Create New

2EY B

Mark Categorize Follow

Delete Respond Quick Steps
From: mr -
To: om | ™ eessssEsSen- »
Cc
Subject: Malware or Document with Macro

Sent: Thu 2/3/2015 2:32 AM

Sender: N
Recipients: m w owlle =

Subject: Problems with item delivery, n.00000121159
Scanner: Anti-Virus

Detections: J5/Nemucod.i (trojan)

Attachment name: Label_00000121159.zip/Label_00000121159.doc.js
Policy: Default (SMTP)

Attachment contents list: Label_00000121153.zip, Label_00000121159.zip/Label_00000121159.doc.js
Attachment contents tree:  Label_00000121159.zip<br>=  Label_00000121159.doc.js<br=




Phishing emalils often contain links to several different
compromised sites, making response a challenge

HMEd9 U« + |+ Unauthaorised Access Motification - Message (HTML) (Read-Cnly) 2l oE@ =R
E@E Message s @
13, Ignare x aa ameetmg IB Unsubscribed a To Manager -t ] ,_\_‘} Rules @ D a% éﬂ Find Q -
- IM M 54 Team E-mail & Done @ OneMote Related - —
~ Delete Reply Reply Forward - = Move Mark Categorlze Follow Translate Zoom View
& Junk i B More -~ | G Reply & Delete  “7 Create New = [ Actions * | Unread - Up~ [¢ Select - Source
Delete | Respond | Quick Steps F] Move Tags F] Editing | Zoom | Custom |
@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.
From: Mavy Federal <notifications@navyfederal.org> Sent: Mone
To: I
Coc
Subject: Unauthorised Access Notification
by
|

Home | Branches & ATMs | Contact Us

ht-click
E :e'gre;: 0 Navy Federal Security Zone E

download

nirhiras T

-

pear Customer

We recently reviewed your account access b tochick hare to donmiosd octares. 1o hal
record, and noticed several unathorised access (x| :gmcz:mr?mﬂﬂﬁuukppmr?md ahep
to your account. Our internet account access automatic download of this pictura from the
security team will help you to avoid future Internet.

fraudulent transactions and keep your accounts

and investments more secure.

To ensure that your account is not compromised
please login to Navy Federal Credit Union.

Follow the button below to verify & update a fe

New Secure SOCKS -al  We don't do a whole lot of
business in Russia
VERIFY NOW - www. navyfedd

- Enter your account access details
- Verify and update with NAVY FEDERAL CREDIT UNION
- You will be automatically logged out after verification.

Products & Services - FAQs - Mobile Banking - Contact Us
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Both attackers and spammers marketers

use dotted-quad IPs, making blocking a challenge

= “ Y e ¥ Efficient Software Upgrades for™ 7 mvems s | Message (HTML) [Read-Only) il o B ER

Message e [ 9
i3 Ignare x 4 & B \_ a 2L Meeting 3 Unsubstribed i, To Manager % Rules [ | Y a% 34 Find Q u
A -
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~ Delete Reply Reply Forward - Mowve Mark Categorize Follow | Translate Zoom View
& Junk Al B, More » | |5 Reply & Delete  “7 Create New « [ Actions = | Unread - Up - - g select - Source
Delete | Respond | Quick Steps | Maove | Tags | Editing | Zoom | Custom |

@ Click here to download pictures, To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.

From: Sarah Stone m = - Sent: Fri 8/28/2015 1:57 AM
To: u
Cao
Subject: Efficient Software Upgrades for® 00 = =
: o
Hill o [

Is® o B = carently planning to upgrade vour software product with new features and functionality? We are here to help vou out.
We help software product companies in development, maintenance, and quality assurance. We also help in technology migration for modemizing existing applications.

We understand the business goals of our customers and support them as a back-end partner to deliver their products to market. We're hoping vou could find something of mutual
interest that could spark a new business relationship.

Let me know if your calendar is open next week to discuss these further.

hocking forward, Unsubscribe links from non-
A tp5 19610068 m/arubscroe o7 malicious spam (ahem, marketing)
eid=587b63268:In=1 .
Gl o fellow ik often point to dotted-quad IPs
] rather than hostnames, making
blocking that pattern a challenge




|P address leak

T [, =)
L o T Ry B e e ] IR ep——_
e Ll e T

e R il L e L

O L Ll TR T

necmm woal P e ome ! o magm sk oww B
L e

.
ol

ol

e i RN i R e e
<p class="MsoNormal" style="line-height 0%"><span style="font-size:1.0pt,color:#1F497D"><img border="0" width="224"
height="72" id="_x0000_i1025" src="http://i " [i.158/templates/img/rmmsll s=alli2x gif
o -q. 0 0 P g g i el clnm mmn o

ro Some legitimate emails leak |
i internal or external IP

:: i""_'_"'l :_: 1’__*:] addresses due to signature
R R T line graphlcs |ge
S S R Sy e 8

R i S q-'---'l"'-'l'-"'-"l'-' -




Targeted phishing email with link pointing to URL shortener,
then to file sharing site

From: 0 o w0 o8 = 7 @gmail.com]
Sent: Thursday, August 27, 2015 5:06 PM

Subject: Please Review

1 4 . e . N . 11 .
I've sent V=== Bytes) using the Pro version of Filemaill To view my folder
Click to follow link

Download Here

This email has been scanned by Norton Security Systems.

Note: Texas Law requires all real estate licensees to give the following information about brokerage services:
hitp:/fwww trec state tx us/pdficontracts/OP-K pdf

NOT A CONTRACT: E-mails sent or received SHALL NOT constitute acceptance of conducting transactions via electronic means nor create a binding contract until
and unless a written confract is executed by the Parties.




Attack from Bulgaria. Attachment was named

NSEC Request Eng 1 1ceémpanynar@el 1 °
Zzi p. 0 and was encrypted with
sent in another email to lend legitimacy to the scam



