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Disclaimer 

The views, thoughts, claims, or opinions in this 
presentation are solely those of the presenter. 

 

Nothing in this presentation represents the 
views, thoughts, claims, or opinions of GM 
Financial, United States Air Force, the Air Force 
Reserves, the Department of Defense, or the 
Intelligence Community. 



Objectives 

ÅRecognize the impact and cost of Intellectual 
Property Exfiltration 

ÅIdentify the issues of re-using work products 

ÅDiscuss techniques in mitigating threats to an 
hǊƎŀƴƛȊŀǘƛƻƴΩǎ LƴǘŜƭƭŜŎǘǳŀƭ tǊƻǇŜǊǘȅ 

 



Intellectual Objects 

ÅThe expression intellectual objects refers to 
various forms of intellectual property 

ÅLƴǘŜƭƭŜŎǘǳŀƭ ǇǊƻǇŜǊǘȅ Ŏƻƴǎƛǎǘǎ ƻŦ άƻōƧŜŎǘǎέ ǘƘŀǘ 
are not tangible 

ÅNon-tangible or "intellectual" objects 
represent creative works and inventions, i.e., 
the manifestations or expressions of ideas 



Intellectual Property Protection 
Schemes 

ÅCopyright law 

ÅPatents 

ÅTrademarks 

ÅTrade secrets  



Trade Secrets 

ÅA trade secret is defined as 
Information used in the operation of a business or 
other enterprise that is sufficiently valuable and 
secret to afford an actual or potential economic 
advantage over others  

ÅTrade secrets can be used to protect 
ïFormulas (such as the one used by Coca-Cola) 

ïBlueprints for future projects 

ïChemical compounds 

ïProcess of manufacturing 



Value of Intellectual Property 
Components of S&P 500 Market Value 
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The Landscape 



The Actors 
ÅExternalðExternal actors originate outside the victim 

organization and its network of partners. Typically, no 

trust or privilege is implied for external entities. 

 

Å InternalðInternal actors come from within the victim 

organization. Insiders are trusted and privileged (some 

more than others). 

 

ÅPartnersðPartners include any third party sharing a 

business relationship with the victim organization. Some 

level of trust and privilege is usually implied between 

business partners 
{ƻǳǊŎŜΥ ±ŜǊƛȊƻƴΩǎ нлмо Data Breach Investigations Report  



Their Purpose 

{ƻǳǊŎŜΥ ±ŜǊƛȊƻƴΩǎ нлмо Data Breach Investigations Report  



Variety of External Actors 

{ƻǳǊŎŜΥ ±ŜǊƛȊƻƴΩǎ нлмо Data Breach Investigations Report  



Profiling Threat Actors 

{ƻǳǊŎŜΥ ±ŜǊƛȊƻƴΩǎ нлмо Data Breach Investigations Report  



Exfiltration 

An unauthorized release of data from within a 
computer system or network 
http://en.wikipedia.org/wiki/Exfiltration 

Source: Trend Micro IncorporatedτTrendLabs Security in Context Paper 

http://en.wikipedia.org/wiki/Exfiltration


Exfiltration τ Remote User  

Source: Trend Micro IncorporatedτTrendLabs Security in Context Paper 



OursτReaper UAV 

http:// www.hightech-edge.com/mq_9-reaper-hunter-killer-deployed-combat-missions-iraq-mq_1-rq_1-predator/2488 

Source:  Mandiant Overview--ά{ǘŀǘŜ-of-the-IŀŎƪέ 



TheirsτChina Dragon UAV 

http:// www.sinodefenceforum.com/air-force/chinese-uav-ucav-development-24-3526.html 
 

Source: Mandiant Overview--ά{ǘŀǘŜ-of-the-IŀŎƪέ 
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Our F-22, Their J-20 

 http:// aviationintel.com/wp-content/uploads/2011/05/j20f22comp.jpg 
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Notable Others 

RSA Hacked Via Recruitment 

Plan 

Operation Aurora 
http:// www.pcmag.com/article2/0,2817,2391951,00.asp 
 

http:// en.wikipedia.org/wiki/File:IllegalFlowerTribute1.jpg 
 

http://www.pcmag.com/article2/0,2817,2391951,00.asp
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ExfiltrationτThe Employee 



Insider Threat Case Database 

Source: Common Sense Guide to Mitigating Insider Threats, 4th Edition 

http:// resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017 

 

http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017


Cases in Three Major Crime Types 
by Sector 

Source: Common Sense Guide to Mitigating Insider Threats, 4th Edition 

http:// resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017 
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Asset Attacked 

Source:  An Analysis of Technical Observations in Insider Theft of Intellectual Property Cases 
http:// repository.cmu.edu/cgi/viewcontent.cgi?article=1660&context=sei 
 

http://repository.cmu.edu/cgi/viewcontent.cgi?article=1660&context=sei
http://repository.cmu.edu/cgi/viewcontent.cgi?article=1660&context=sei


How 

Other methods? 



An Analysis of Technical Observations in Insider Theft of Intellectual Property Cases 
http:// repository.cmu.edu/cgi/viewcontent.cgi?article=1660&context=sei 
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Case 1 ς Lockheed Martin v Boeing 

Lockheed Martin employee went to Boeing in 1999 
for a 7.5% raise 

ÅLockheed Martin Intellectual Property went as well 

ÅEmployee offered to bring the entire rocket proposal with 
if hired (Disputed) 

ÅBoeing personnel went through ethics training 

ÅBoeing legal-triggered calls to Lockheed Martin and the 
Air Force informing them that seven pages of harmless 
data had been found and only viewed by 2 people 

Å2003 Air Force investigation concluded that Boeing was in 
possession of over 22,000 pages of Lockheed Martin 
confidential and proprietary material 



Case 2 ς Deputy Assistant Secretary (DAS) of the 
Air Force for Acquisition and Management 

Principal DAS of the Air Force for Acquisition and 
Management 

ÅDAS awarded dozens of contracts to Boeing from 2000-2002, 
as well as controversial $23 billion procurement for leasing 
Ariel refueling tankers 

ÅBoeing hired their relative while still in office 

ÅBoeing offered them a position after leaving current position 

Å.ƻŜƛƴƎΩǎ /Ch ŀƴŘ ŦƻǊƳŜǊ 5!{ ǇƭŜŀŘŜŘ Ǝǳƛƭǘȅ ǘƻ Ǿƛƻƭŀǘƛƻƴǎ ƻŦ 
the conflict of interest statues 

Å5!{ ŀŘƳƛǘǘŜŘ ǘƘŀǘ .ƻŜƛƴƎΩǎ ŦŀǾƻǊǎ ƛƴ ƘƛǊƛƴƎ ǊŜƭŀǘƛǾŜǎ ŀƴŘ 
pending employment offer influenced contracting decisions 



Result 
Å Individuals were fired 

ÅLockheed Martin filed a civil suite against Boeing 

ÅUndersecretary of the Air Force stripped Boeing of seven 
launches worth $1 billion and reallocated them to Lockheed 
Martin 

ÅDOJ and Congressional Investigation, Decision (6/30/2006) 
ï$615 million in fines 

Å$565 million civil settlement 

Å$50 million monetary penalty for separate criminal agreement 

ïBoeing accepted responsibility for its employees 

ÅContinued cooperation with federal investigators 

ÅMaintained an effective ethics and compliance program, with particular 
attention in hiring former government officials and handling competitor 
information 

ÅReceived a 20-month suspension of 3 business units from Government 
contracting 



http://www.iplawalert.com/uploads/file/WP_WhatsYoursIsMin

e-HowEmployeesarePuttingYourIntellectualPropertyatRisk.pdf 

Top Reasons Employees Believe It Is 
Acceptable to Take Corporate Data 

Key Findings 

Å Employees are moving Intellectual Property outside the company in all directions 

Å When employees change jobs, sensitive business documents often travel with them 

Å Employees are not aware they are putting themselves and their companies at risk 

Å They attribute ownership of Intellectual Property to the person who created it 

Å Organizations are failing to create a culture of security 

http://www.iplawalert.com/uploads/file/WP_WhatsYoursIsMine-HowEmployeesarePuttingYourIntellectualPropertyatRisk.pdf
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Percentage Who Say a Software Developer Should Have the Right to 
Re-Use Code for Another Company 

http://www.iplawalert.com/uploads/file/WP_WhatsYoursIsMin

e-HowEmployeesarePuttingYourIntellectualPropertyatRisk.pdf 
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Takeaways 

Å Insider threats are influenced by a combination of 
ïOrganizational 

ïBehavioral 

ïTechnical issues 

ÅManagement, human resources, information technology, 
software engineering, legal, information security, internal 
audit and the critical Řŀǘŀ άƻǿƴŜǊǎέ  
ïUnderstand the overall scope of the problem 

ïCommunicate it to all employees in the organization. 

 



'Security is a not a product, but a process.' It's more 
than designing strong cryptography into a system; it's 
designing the entire system such that all security 
measures, including cryptography, work together. τ 
 

 Bruce Schneier 



Can Insiders be Stopped?  
Å It Depends--Stopping them is a complex problem 

Å Prevented/mitigated through a layered defense strategy consisting of 

ï Policies 

ï Procedures 

ï Technical controls 

Å Pay close attention to many aspects of the organization, including 

ï Organizational culture 

ï Business policies and procedures 

ï Technical environment 

Å Look ōŜȅƻƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ ǘƻ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƻǾŜǊŀƭƭ ōǳǎƛƴŜǎǎ 
processes and the interplay between those processes and the technologies 
used 

Source: Common Sense Guide to Mitigating Insider Threats, 4th Edition 

http:// resources.sei.cmu.edu/library/asset-view.cfm?assetid=34017 
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Organization Culture 

ÅLead by example 

ÅCreate a positive work 
environment 

ÅAnticipate and manage 
negative workplace issue  

ÅCreate an anonymous 
reporting system 

ÅKnow your assets 

ÅClearly document and 
consistently enforce 
policies and controls  

 
{ƻǳǊŎŜΥ {ŜŜ άwŜŦŜǊŜƴŎŜǎέ ǎƭƛŘŜ   



Organization Culture (Continued) 

ÅBeginning with the hiring 
process, monitor and 
respond to suspicious or 
disruptive behavior 

ÅDevelop a formalized 
insider threat program 

ÅBe especially vigilant 
regarding social media 

 

{ƻǳǊŎŜΥ {ŜŜ άwŜŦŜǊŜƴŎŜǎέ ǎƭƛŘŜ   



Business Policies and Procedures 
Å Perform regular (and 

unscheduled) Audits 

Å Have uniform data classification 
and privacy scheme 

Å Incorporate insider threat 
awareness into security 
awareness and training for all 
employees 

Å Enforce separation of duties and 
least privilege 

Å Develop a comprehensive 
employee termination procedure, 
including deactivating all known 
system and application access 
 {ƻǳǊŎŜΥ {ŜŜ άwŜŦŜǊŜƴŎŜǎέ ǎƭƛŘŜ   



Business Policies and Procedures 
(Continued) 

Å Institutionalize system change controls 

Å Institute stringent access controls and 
monitoring policies on privileged users 

Å Implement strict password and 
account management policies and 
practices 

Å Consider threats from insiders and 
business partners in enterprise-wide 
risk assessments 

Å Define explicit security agreements for 
any cloud services, especially access 
restrictions and monitoring capabilities  

Å Develop an insider incident response 
plan and investigate every incident 

{ƻǳǊŎŜΥ {ŜŜ άwŜŦŜǊŜƴŎŜǎέ ǎƭƛŘŜ   



Technical Environment 

Å Implement internal controls 
commensurate with the 
sensitivity of the data or 
information 

Å Implement secure backup and 
recovery processes 

ÅTrack and secure the physical 
environment  

ÅMonitor and control remote 
access from all end points, 
including mobile devices, and 
use layered defenses 
 

 

 

 

 

 

 

{ƻǳǊŎŜΥ {ŜŜ άwŜŦŜǊŜƴŎŜǎέ ǎƭƛŘŜ  



Technical Environment (Continued) 

ÅUse centralized logging and 
correlation capability to log 
and monitor employee, 
application, system, and 
network actions 

ÅEstablish a baseline of normal 
network device behavior 

ÅClose the doors to 
unauthorized data exfiltration 

ÅConsider insider threats in the 
software development life 
cycle  

 

 

 

 

 

{ƻǳǊŎŜΥ {ŜŜ άwŜŦŜǊŜƴŎŜǎέ ǎƭƛŘŜ  
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