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Disclaimer

The views, thoughts, claims, or opinions in this
presentation are solely those of the presenter.

Nothing in this presentation represents the
views, thoughts, claims, or opinions of GM
Financial, United States Air Force, the Air Force
Reserves, the Department of Defense, or the
Intelligence Community:.
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Intellectual Objects

A The expressiomtellectual objectsefers to
various forms of intellectual property

ALY UGSttt SOGdzI £ LINR LIS NI ¢
are not tangible

A Nontangible or "intellectual” objects

represent creative works and inventions, I.e.,
the manifestations or expressions of ideas



Intellectual Property Protection
Schemes

A Copyright law
A Patents

A Trademarks
A Trade secrets



Trade Secrets

A A trade secret is defined as

Information used in the operation of a business or
other enterprise that is sufficiently valuable and
secret to afford an actual or potential economic
advantage over others

A Trade secrets can be used to protect
I Formulas (such as the one used by CQrda)
i Blueprints for future projects
I Chemical compounds
I Process of manufacturing



Value of Intellectual Property
Components of S&P 500 Market Valus
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The Landscape



The Actors

A Externald External actors originate outside the victim
organization and its network of partners. Typically, no
trust or privilege is implied for external entities.

A Internald Internal actors come from within the victim
organization. Insiders are trusted and privileged (some
more than others).

A Partnersd Partners include any third party sharing a
business relationship with the victim organization. Some
level of trust and privilege is usually implied between
business partners

{ 2dzNDOSY =+ Stk BreaghOndestigations Report



Their Purpose

Crverall Small Large
External :HH E:EEIE. :9-1'5[.
Internal 1 4% 119% 12%
Fartner §1% 1% 1%

[ Fmnancial ] Espionage Other
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Variety of External Actors

Crverall

Organized crime 5% &7
State- affiliated
Linkfetrern
Unaffdiated

ACtrest

Former employee

Il Financial [ Espionage Orther
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Profiling Threat Actors

VICTIM INDUSTRY

REGION OF DPERATION

COMMODN ACTIONS

DESIRED DATA

DRGANIZED CRIME

Finance
Retail
Food

Eastern Europe
Maorth America

Tampering [Phy=ical]

Brute force (Hacking)
Spyware (Malware)

Captura stored data (Malware)
Admirwara [Malware)

RAM Scraper [Malwara)

ATM

POS controller
POS terminal
Database
Desktop

Payment cards
Credentials
Bank account info
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STATE AFFILIATED

Manufacturing
Professional
Transportation

East Asia (China)

Backdoor (Malware]
Phishing [Sacial)

Commandy Control [C2]
(Malware, Hacking)

Export data (Malware]

Password dumper (Malwara)
Dowrnloader [Malware]

Stolen creds (Hacking)

Laptop,/desktop
Fila sarver
Mail server
Directory server

Credentials
Internal organization data

Trade secrets
System infao

ACTIVISTS

Information
Public
(Other Sarvices

Westarn Europe
Morth America

S0Li [Hacking]

Stolen creds [Hacking]
Bruta force (Hacking)
RFI [Hacking)
Backdoor [Mahware)

Web application
Database
Mail server

Parsonal infa
Credentials
Internal organization data
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Exfiltration

An unauthorized release of data from within a
computer system or network

http://en.wikipedia.org/wiki/EXxfiltration
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http://en.wikipedia.org/wiki/Exfiltration

Exfiltrationt Remote User
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Ourg ReapetJAV

http:// www.hightechedge.com/mqg_9eaperhunter-killer-deployedcombatmissionsirag-mq_1-rq_1-predator/2488

Source:MandiantOverview-a { G-of-thesl I O ¢



Theirg China Dragon UAV

http:// www.sinodefenceforum.com/aiforce/chineseuavucavdevelopment24-3526.html
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818 pixel = ~21.11 m

552 pixel = ~14.25 m
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Notable Others

RSA Hacked Via Recruitment
Plan

Operation Aurora

http:// www.pcmag.com/article2/0,2817,2391951,00.asp

http:// en.wikipedia.org/wiki/File:lllegalFlowerTributel.jpg
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Exfiltrationt TheEmployee




InsiderThreat Case Database

IP Theft Fraud IT Sabotage

0

Source: CommoS8ense Guide to Mitigating Insider Threats, 4th Edition
http:// resources.sei.cmu.edu/library/assetew.cfm?assetid=34017
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Cases In Three Major Crime Type
by Sector
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Source: CommoS8ense Guide to Mitigating Insider Threats, 4th Edition
http:// resources.sei.cmu.edu/library/assetew.cfm?assetid=34017
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Source: Am\nalysis of Technical Observations in Insider Theft of Intellectual Property Cases
http:// repository.cmu.edu/cgi/viewcontent.cgi?article=1660&context=sei
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Other methods?



Exfiltration Breakdowiq Asset
Targeted

- . .
90%
. . m E-mail
0,
80% . . = Remote network access
70% m File/data transfer
. . m Downloaded to personal laptof
60% m Removable media
50% m Host unknown
. . B Theft of printed documents
- . .
- . .
- . .
- . .
0%
Customer  Source code Business planslrade secrets  Internal Proprietary
information business software
information

An Analysis of Technical Observations in Insider Theft of Intellectual Property Cases
http:// repository.cmu.edu/cgi/viewcontent.cgi?article=1660&context=sei
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Case X LockheedMartin vBoeing

Lockheed Martin employee went to Boeing in 1999
for a 7.5% raise
A Lockheed Martin Intellectual Property went as well
A Employee offeredo bring the entirerocketproposal with
If hired (Disputed)
A Boeing personnel went through ethics training

A Boeing legatriggeredcalls to LockheeMartin andthe
Air Forceinforming them that sevepages of harmless
data had been found and only viewed by 2 people

A 2003 AirForceinvestigation concludethat Boeing was in
possession of over 22,0@p@&ges of Lockheddartin
confidential and proprietary material



Case? ¢ Deputy Assistant Secretafip AS) othe
Air Force for Acquisition andanagement

Principal DAS of the Air Force for Acquisition and
Management

A DAS awarded dozens of contracts to Boeing from Z0Il»,
as well as controversial $23 billion procurement for leasing
Ariel refueling tankers

A Boeing hired their relative while still in office

A Boeing offered them a position after leaving current position

A.2SAy3Qa / Ch FTYR F2NXSNJ 5! {
the conflict of interest statues

A5!{ FTRYAGGSR O0KIG . 2SAy3Qa
pending employment offer influenced contracting decisions



Result

A Individuals were fired
A Lockheed Martin filed a civil suite against Boeing

A Undersecretaryf the Air ForcestrippedBoeing of seven
launches worth $1 billion and reallocated themLiockheed
Martin

A DOJ and Congressionavéstigation, Decision (6/30/2006)

I $615 million in fines

A $565 million civil settlement

A $50 million monetary penalty for separate criminal agreement
I Boeing accepted responsibility for its employees

A Continued cooperation with federal investigators

A Maintained an effective ethics and compliance program, with particular
attention in hiring former government officials and handling competitor
information

A Received a 2nonth suspension of 3 business units from Government
contracting



Top Reasons Employees Believe It Is
Acceptable to Take Corporate Data

I I I I I
It doesn't harm the company 53%
My company doesn't strictly enforce its paolicies 519
The information is generally available and not secured 449
lwon't receive any economic gain 3593
| | |
0% 10% 20% 30% 40% 50% 60%

Key Findings
A Empl oyees are movi rogsidéthetcenpangin dll di@dton®Pr oper t
A When employees change jobs, sensitive bus
A Empl oyees are not aware they are putting
A They attr i of intelectual Rroperty sotihie person who created it
A Organizations are failing to create a cul

http://www.iplawalert.com/uploads/file/WP_WhatsYoursisMin
e-HowEmployeesarePuttingYourintellectualPropertyatRisk. pdf
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Percentage Who Say a Software Developer Should Have the Rig
ReUse Code for Another Company
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http://www.iplawalert.com/uploads/file/WP_WhatsYoursisMin
e-HowEmployeesarePuttingYourintellectualPropertyatRisk.pdf
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Takeaways

A Insider threats are influenced by a combination of
I Organizational
I Behavioral
I Technical issues

A Management human resources, information technology,
software engineering, legahformation security, internal
auditandthe criticalR - G a2 6y S N& €

I Understandthe overall scope of thproblem
I Communicatet to all employees in the organization.



'Security IS a not a product, but
than designing strong cryptogra
designing the entire system suc

a process.' It's more
ohy Into a system; it's
N that all security

measures, including cryptograp

Ny, work together.

BruceSchneler
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Caninsiderdoe Stoppe

It Depends-Stoppingthem is a compleproblem

Prevented/mitigatedhrough a layered defense strategy consistnig
I Policies
I Procedures
I Technical controls

Pay closattention to many aspects @ghe organizationjncluding

I Organizational culture

I Businesgolicies andorocedures

I Technical environment

lookd SeE2yR AYTF2NXYI A2y G(GSOKy2ft23& (:
processes and the interplay between those processes and the technologies
used

Source: CommoSBense Guide to Mitigating Insider Threats, 4th Edition
http:// resources.sei.cmu.edu/library/assetew.cfm?assetid=34017
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Organization Culture

A Lead by example

A Create a positive work
environment

A Anticipate and manage
negative workplace issue

A Create aranonymous
reporting system
A Know your assets

A Clearly document and
consistently enforce
policies and controls

AAAAAAAAAA



OrganizatiorCulture (Continued)

A Beginningwith the hiring
process, monitor and
respond to suspicious or
disruptive behavior

A Develop a formalized
Insider threatprogram

A Be especially vigilant
regarding social media

AAAAAAAAAA
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Business Policiesnd Procedures

A

A

A

Perform regular (and
unscheduledAudits

Haveuniform data classification
and privacyscheme

Incorporateinsider threat
awareness intsecurity
awareness and traininigr all
employees

Enforceseparation of duties and
leastprivilege

Developa comprehensive
employee termination procedure,
Including deactivating all known
system and application access

{2dNDSY {88 GwSTSNByOSaé afARS



Business Policiemd Procedures

(Continued)

A
A

{ 2d2NDSY

Institutionalize system change controls

Institute stringent access controls and
monitoring policies on privileged users

Implement strict password and
account management policies and
practices

Considethreats from insiders and
business partners in enterpriseide
risk assessments

Defineexplicit security agreements for
any cloud services, especially access
restrictionsand monitoringcapabilities

Developan insider incident response
plan and investigate evergcident

{SS awSTSNByOSa¢ &t ARS



Technical Environment

A Implement internal controls
commensurate with the
sensitivity of the data or
Information

A Implement secure backup and
recovery processes

A Trackand secure the physical
environment

A Monitor and control remote
3 access from all end points,
Including mobiledevices, and
uselayered defenses

AAAAAAA



Technical Environment (Continued)

A Usecentralized logging and
correlationcapability to log
and monitor employee,
application, system, and
network actions

A Establista baseline of normal
network devicebehavior

A Close the doors to
unauthorized dataexfiltration

A Consider insider threats in the
software development life
cycle
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