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Business Impact Analysis
Supports Multiple Initiatives

Business Impact % ,
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Business Continuity Planning Issues for the
Energy Sector: Hypothesis for Others

The Energy Sector, and specifically the electric
utilities, is one of the 16 designated critical
infrastructures in the U.S. with unique security Conceptual Model

and reliability compliance requirements: High $$
Transactions

*  Comprehensive mandatory critical
infrastructure security standards (NERC CIP)
requiring a full array of risk analysis, cyber and
physical security controls plus disaster recovery
like policies and procedures overshadows
enterprise-wide BCP;

Service
< Provider -

.

*  The electric utility industry is a high-technology . Foen
driven industry operating in a multifaceted %\: ({/@
functional environment complicates consistent Bulk% Q\e"'
BCP / security approach and governance across T It - TN Sl ¥
the enterprise; S A ol

*  The nature of operations demands timely
response to incidents and anomalies...it is an Secure C ton Hows
“instant balancing” act in a fragile and complex A R Eleckical Eiows
operating environment; Real-Time e

. Systems
*  Presence of real-time systems; y
*  High risk business operations environment:

—  lLarge dollar transactions

—  Critical transmission grid infrastructure is a target for
exploitation of vulnerabilities

—  Public scrutiny and regulatory visibility
—  Large non-compliance penalties
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Electric Utility Industry in ERCOT / Texas

The Texas Connection Version 3.0a

Industry Model - Baseline View
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Business Impact Analysis

Process Results

Business Impact
Analysis
Asset ldentification: Critical
Processes, Process
Interdependencies, Systems,
Databases, Hardware,
Facilities, Resources (People),
and 3™ Party Organizations

* Premise: Drivers for business
complement Drivers for risks,
security, and operational
resiliency;

« Use ofCritical Success Factbrs
(CSFs) to define areas of risks for

e
fa)

|
|
|
|
|
|
|
|
|
|
an organization is an effective | | Documented System,
and efficient approach to ensure | | Database, Comm, &
“risks?” are al.i n { | HWImpact Analysis
mission, goals, and objectives of | Lk Risk
the organization: | - 9
« Assists in defimni/| ee_d\ElaJySI
to be protected’ { | Documented Process wi t h
compliance requirements of | | & Facility / Resource |
industry; | |Impact Analysis Matrix |
i |
 Includes Recovery Time and Cost | |
Impact Relationships. | |
| Darcdumented Relevant| |
o - . i | 3™ Party Contracts, |
Note: While mission, goals, and objectives are associated . I
with targets, Critical Success Factors (CSFs) define areas of : SLAs, & f.‘»pnhnmry :
performance essential to accomplish the same (Reference: : Provisions I
SEI Critical Asset Method: Establishing a Foundation for — L

Security Management)




Unique Risk Definition

LaadzSY 126 (2 RSTAYS awhAalas

. : 1.0
Determining Threat is an

extremely difficult and subjective Impact/
task; Consequences Risk =

Vulnerability is also quite Impact x Probability
subjective and can change of Occurrence
frequently through the
identification of new
vulnerabilities, absence of 0.0 10

patches, etc. Probability of Occurrence
Therefore Probability of Definitions.
O . tivel efinitions:
ccurrence IS conserva .y Impact = f (type & extent of damage)
assumed to be 1.0 (normalized); Probability of Occurrence = f (threat, vulnerability)
Consequently the Rislased
Assessment essentially becomes
an ImpactAnalysis




NIST 800-301! Risk Analysis Methods

Alternatives Definition
e Threat-Oriented: . Asset / Impact-Oriented
— Focuses on threat scenarios alternative provides a consistent
* Vulnerability-Oriented approach with energy sector
practices;

— Focuses on Exploitable

weaknesses * “Assets” can be facilities, systems,

business processes, people, 3™
party support organizations, and
— information.

* Asset/Impact-Oriented —
— Impact analysis

Notes: 1. NIST Special Publication 800-30 Guideline, Revision 3



Asset Identification

L é é- d,ZS ! S _S Q S NJY A )/ S - a 2,\ & Intagcomnlbnéssét/gdjcté
y SSR uz 0S t NP USOU S Riéted Risk Analysis Approach
| |
e From NERC CIP Compliance * From CSF process:
process for Electric Utilities: — Identified assets(processes,
B o systems, facilities, people,
— ldentifiedCritical Assets are organizations) required to
those facilities, systems, and support CSFs:
equipment which, if destroyed, —_ Assume “Probabil
compromised , degraded, or Occurrence” = 1.
otherwise rendered unavailable, — Impact based on hardto:

would affect thereliability or
operability of the Bulk Electric . Internal Operations
System (BES). .

* Individuals

- Assume " Probability ok, . 5ganizations
Occurrence” = 1.0

» Regional / National impact

e Assets

Notes: 1. Include Recovery Time metrics as applicable.
2. Reference Table H-2, NIST Special Publication 800-30.



Specialized Asset Identification Process
for Electric Utilities that May be Appropriate

Data Centers

Key Application Systems

Bulk Electric
* v * + System Assets *
Control Centers SYEES ¢ Substations & Generation
Equipment Switchyards Units / Facilities
: Common Mode Failure |
(CMF) Analysis :
Evaluate . Conduct Common
; Conduct Systems Conduct Scenario ; | #
Functional BES . ) Mode Impact Analysis - .
Support Analysis Al Across Units > 4 Contingency

Contingency Reserve

the Contro s'the Syste Is the
Center a Equip Asset a Substation a
Critical Asset? Critical Asset? Critical Asset?

Yes No Yes No

M\ l M




Specialized Asset Identification Process
for Electric Utilities that May be Appropriate

System / Equipment Critical Asset Analysis

BES = Bulk
Electric System

Reliability Standard term.

-

Identify System /
Equipment Asset
for Analysis (May
be Remote from

—»

Identify BES Asset Group (List
of BES Assets) that System /
Equipment Has Control or
Influence on the Operation

Ability

“Asset Group” is not a defined CIP

to Impact

Reliability of BES

BES Assets)

BES Asset Group May Contain
Zero, One, or More Critical Assets

oes BES Asset

Yes:

Group Contain One or
re Critical Asse

No

D

0es BES Asse
Group Together Have
an Impact on the
Retiability of the B

Yes

In other words: \
If a “System/
Equipment Asset”

can impact a group

of assets together of
which can impact

the BES, then it is
.\critical system.




Business Continuity Plan Goals

Conclusions of Lessons Learned from Energy Sector

Keep it simple; it is going to get more complex;
If possible and logical, avoid complex theories associated with threat and
vulnerability analysis;

Avoid fragmented organizational, procedural, and technical solutions
which creates redundancies, confusion, inefficiencies, ineffectiveness;

Standardize BCP methodology across enterprise if possible integrated with
requirements for compliancel;

Move towards enterprise risk-based framework and common security
program (policies, procedures, evidentiary documentation, tools, system)
solutions;

Re-evaluate the assets and impact on critical infrastructure and business
operations with any employment of new technology.

Notes: 1. NERC CIP, Sarbanes-Oxley, Dodd-Frank, HIPAA, PCl, ISO 27001:2013, ISO 27002:2013, etc.



Other Critical Infrastructure Sectors

Chemical

Commercial Facilities
Communications
Critical Manufacturing
Dams

Defense Industry
Emergency Services
Energy

Financial Services

Food & Agriculture
Government

Health

Information Technology
Transportation Systems
Water & Waste Water
Nuclear
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